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I. The European Union – On the Way to Being a Unified E-Commerce Market. 
  
 Consumer protection laws 1/ and regulations in the European Union (EU) are 
partially harmonized 2/ and therefore could cover most e-commerce transactions in the 27 
member states of the European Union.    
 
 EU consumer protection regulators strive to make a competitive e-commerce 
environment available throughout the entire market in order that consumers can benefit 
from international price competition and the widest variety of goods and services.  
Therefore, for the most part, e-commerce merchants are allowed to offer terms and 
conditions for transactions based on the laws of the country of origin of the transaction 
rather than the country of the consumer.  That said, the best practice to minimize your 
liability in Europe disclaimers are accepted practice prominently shown on the entry page 
that the website was put together to apply one certain law in the EU and a dispute 
settlement route is spelled out if things go wrong for the consumer. 
 
 While European legislators have striven to support cross border sales with 
centralized legislation since 2000, this is all new to national consumers and cross-border 
ecommerce has been slower to take off in Europe than in the United States. National e-
commerce markets are expanding rapidly.  So you may find that the large markets in the 
UK, France and Germany are very successful but selling from the UK in the English 
language even with all the EUs e-commerce rules into Spain is still a modest business.  
 
_______________________________________________________________ 
1/  This article covers only consumer protection laws and does not cover antitrust laws 
that apply to pricing practices, tax laws, electronic signature, charges and payment 
systems.  The EU has all these forms of legislation.   
 
2/  “Partial harmonization” implies that the centralized government of the European 
Union has made an acceptable effort to provide a unified legal and regulatory 
environment applicable for the most part to the commerce of all the 27 member states, 
but given that there are 15 languages and 27 national commercial cultures, the  
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 In order to give you a solid base to understand how the EU consumer protection 
laws work, let us review the major pieces of legislation that apply in all countries. 
 
1. E-Commerce Directive (EC/2000/31) and regulation harmonizes 27 EU country 
consumer protection laws, including provisions for: 
 
 Transparency of websites – information 
 Clearly indicate this is a commercial communication 
 Requirements for electronic contracts 
 Disclosure of dispute settlement 
 Limits on service providers liability 
 Jurisdiction – generally partial origin of transaction except need to comply with  
 consumer protection laws in destination – like language.  That is, while the 
 requirements are unified, the ecommerce merchant is still expected to provide 
 any necessary national consumer safeguards for each market.  
 
2.  EU Data Protection Directive 95/46/EC  as well as the Privacy and Electronic 
Communications Directive  2002/58. 
 
 Provides the do’s and don’ts for handling the name and personal information of 
 customers, data bases, and marketing information.  
 
3.  EU Regulation of 2008 “Rome 1” 
 Choice of law for contract obligations -  regulation implementing the Rome 
 Convention of 1980 on contractual obligations. Small businesses and ecommerce 
 generally allowed to refer to the jurisdiction of the transactions origin.  
 
4.  Distance Selling Contracts (EC/97/7)  
 
5.  Unfair Terms in Contracts  
 
6.  Unfair Commercial Practices. (EC/2005/29) 
 was implemented in 2007 
 and blacklists  flogging for example 
 
7. Sale of Consumer Goods and Associated Guarantees  (EC/1999/44) 
 
8. Financial Services are partially covered by the above but are also covered elsewhere 
under sectoral legislation.  
 
 The point here is that conformance to these EU consumer protection laws, a good 
disclaimer message, a reasonable and transparent dispute settlement, and some care in 
recognizing that Europe is different than the United States makes it largely possible to  
Comply and do business.  
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II.  Personal Data Protection is a Big Factor in Marketing and Advertising  
 
Security breaches are proliferating in Europe and there is a tendency to react in no 
uncertain terms.  Recently the European Commission even proposed a draft data breach 
notification law.  The European Commission has published proposals for reforms to a 
number of Directives, particularly Directive 2002/22/EC which affects providers and 
users of electronic networks and Directive 2002/58/EC relating to electronic 
communications and e-privacy (E-Privacy Directive). 
  
As regards the E-Privacy Directive, two of the main proposals provide for increased 
sanctions for data security breaches and a mandatory notification of security breaches 
where personal data is involved.  These changes are the inevitable result of the increase in 
security breaches in the UK and other EU member states and follow the US trend under 
which almost 40 US states have passed data breach notification laws. 
 
Also at the national level. the U.K. Information Commissioner's Office (ICO), which 
enforces that country's data privacy law, recently released a non-binding guidance on 
how organizations should manage a data security breach. The guidance came as the 
British Parliament considers measures similar to those in place in the United States, 
namely that individuals be notified if their personal data is breached and criminalizes 
buying or selling of personal data. The ICO guidance and Parliamentary consideration 
follows a series of high profile data breach incidents in the U.K. in 2007 including one 
such incident where the U.K. government itself lost two computer discs holding the 
personal data of some 25 million U.K residents. The ICO guidance suggests that 
companies have a four-stage breach management plan in which they: (1) establish a 
recovery and data limitation plan; (2) have a risk assessment process in place to evaluate 
the breach; (3) notify individuals of breaches in a manner aimed at helping individuals 
protect themselves; and (4) engage in ongoing evaluation after experiencing a breach to 
ensure that the plan is effective. 
 
III.  E-commerce Warranties in Europe 
 
Legal acts on the European or national level set very few requirements relating to the 
warranty document. In practice the warranty provisions are a perfect test representing the 
entrepreneur's attitude toward the consumer. A warranty written in a clear language and 
including specific information shows the care for the consumer. The warranty should at 
least indicate the following:  
 
 details and warrantor domicile,  
 territorial boundaries.  
 The warranty may also include other provisions. They specify the term of the 
 warranty, warrantor's obligations, consumer rights, time of the repair or 
 replacement, costs of the goods delivery to the service outlet, and so on. 
 
The warranty may also specify what conditions the consumer should fulfill to exercise his 
rights. For example, to the European Consumer Centre came a consumer that bought a 
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car in Belgium, but during his holiday in Poland the car needed to get a repair. Although 
the repair was performed in the authorized garage of this car brand the consumer had to 
pay for the repair. As it turned out, the lack of the mandatory periodical inspection check 
of the car deprived him of rights under the warranty. 
 
IV.  Take Aways and Important Things to Remember or Watch in Europe in 2008. 
 
1.  A prominent and well crafted disclaimer message displayed at the entry site for the 
consumer is a big step to compliance with most consumer protection laws in the EU.  
2. Because IT departments in Europe are understaffed, the number of security breaches 
are expanding and this is driving consumer protection anxiety and government 
protections.  While computerized data base protection seems a long way from traditional 
consumer protections like warranties and return policies, these rules on breaches will 
require greater enforcement intervention and affect marketing. The best practice for now 
in the absence of an EU breach notification law, is that if your company maintains 
personal data about individuals, it should have in place a plan to comply with U.S. state 
data breach laws. Such a plan may be helpful as other countries consider enacting similar 
data breach notification laws. 
 
3.  The recent implementation of Consumer Protection from Unfair trading Regulations 
2008 has criminalized certain on line marketing techniques.  Flogs (“fake blogs”) 
 
4.  With respect to the new EU Regulation of 2008 “Rome 1” mentioned at the beginning 
summary of legislation, the UK opted out of applying these rules in 2007.  Therefore, you 
have to provide a separate legal provision for applicable jurisdictions for enforcement and 
judgments.   Even more interesting is that now the UK is considering opting back in 2008. 
 
5.  European laws and regulations expect or prefer consumer “opt-ins” rather than “opt-
outs” to protect consumers.  In offering only an opt-out policy it is very important to have 
available presentations why this is best practice, is transparent to the consumer, and how 
it benefits the consumer. 
 


